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Foreword

General

This manual introduces the installation, structure, web operations of the IP speaker (hereinafter as
the “speaker”). Read carefully before using the device, and keep the manual safe for future
reference.

Symbols

The following symbols might appear in the manual.

Symbol Description
f Indicates a high potential hazard which, if not avoided, will result in
DANGER death or serious injury.
f Indicates a medium or low potential hazard which, if not avoided, could
WARNING result in slight or moderate injury.
f Indicates a potential risk which, if not avoided, could result in property
CAUTION damage, data loss, reductions in performance, or unpredictable results.
@@ﬂl TIPS Provides methods to help you solve a problem or save time.
m MNOTE Provides additional information as a supplement to the text.

Revision History

Version Revision Content Release Time
V1.0.1 Deleted the product models. | April 2026
V1.0.0 First release. December 2023

Privacy Protection Notice

As the device user, you might collect the personal data of individuals such as their names, email
addresses, face images, audio and fingerprints. You shall be fully responsible for any activities
associated with processing personal data. You commit to comply with your local privacy protection
laws and regulations to protect the legitimate rights and interests of individuals, and shall
implement measures which are required by applicable law, including but not limited to, providing
clear and comprehensive information to individuals before processing their personal data,
obtaining consent from individuals when necessary, informing individuals of the existence of the
surveillance area, and providing required contact information.

Intelligent Product Usage Statement

Intelligent products utilize Al technology to effectively enhance security. The intelligent recognition
and alarm functions of the product might be affected by factors such as environmental lighting,
camera angles, object obstructions, and network delays, potentially leading to false alarms, missed
alerts, or response delays. This intelligent product is solely intended to be used as a security




assistance tool. The results from performing identification are for reference only and do not
constitute absolute guarantee of personal or property safety. Users need to combine these
products with necessary physical security measures to enhance overall protection. Except as
otherwise provided by laws or in the event of intentional or gross negligence on the part of the
company, the company shall not be liable for any losses caused by the aforementioned factors not
attributable to the company.

About the Manual

® This manual is provided for general reference only. Discrepancies might exist between the
product and this manual, including but not limited to printed, electronic, or any other editions.

® The manual will be updated according to the latest laws and regulations of related jurisdictions.
Specifications and documentation are subject to change without prior notice. For the latest
versions, as well as legal notices, consult the printed manual, the product webpage, our official
website, or scan the QR code to access the electronic edition.

® The manual will be updated as necessary to reflect product changes and applicable legal
requirements. These updates will not diminish your statutory rights, nor will they remove or
weaken the safety information or essential instructions provided at the time of purchase.

® Although we make every effort to ensure accuracy, errors or deviations in descriptions of
functions, operations, or technical data might occur. If there is any uncertainty or controversy,
we reserve the right of final explanation.

® All trademarks, registered trademarks and company names referenced in this manual are the
property of their respective owners.




Important Safeguards and Warnings

This section introduces content covering the proper handling of the device, hazard prevention, and
prevention of property damage. Read carefully before using the device, and comply with the
guidelines when using it.

Transportation Requirements

A\

Transport the device under allowed humidity and temperature conditions.

Storage Requirements

A\

Store the device under allowed humidity and temperature conditions.

Installation Requirements

A WARNING

Do not connect the power adapter to the device while the adapter is powered on.

Strictly comply with the local electric safety code and standards. Make sure the ambient voltage
is stable and meets the power supply requirements of the device.

Do not connect the device to two or more kinds of power supplies, to avoid damage to the
device.

Replace unwanted batteries with new batteries of the same type and model. Replace unwanted
batteries with new batteries of the same type and model to avoid the risk of fire and explosion.
Dispose of the old batteries as instructed.

Do not expose the battery to extremely hot environments, such as direct sunlight and fire, to
avoid the risk of fire and explosion.

A\

Personnel working at heights must take all necessary measures to ensure personal safety
including wearing a helmet and safety belts.

Do not place the device in a place exposed to sunlight or near heat sources.
Keep the device away from dampness, dust, and soot.

To ensure heat dissipation, the gap between the device and the surrounding area should not be
less than 10 cm on the sides and 5 cm on top of the device.

Install the device on a stable surface to prevent it from falling.

Use an adapter or cabinet power supply provided by the manufacturer.

The power supply must conform to the requirements of ES1 in IEC 62368-1 standard and be no
higher than PS2. Please note that the power supply requirements are subject to the device label.
The device is a class | electrical appliance. Make sure that the power supply of the device is
connected to a power socket with protective earthing.

Use the power cords that are recommended for the region and conform to the rated power
specifications.




® When installing the device, make sure that the power plug and appliance coupler can be easily
reached to cut off power.

® The appliance coupler is a disconnection device. Keep it at a convenient angle when using it.

® An easily accessible safety disconnect switch must be incorporated into the external power
supply circuit during installation.

Operation Requirements

A\

Check whether the power supply is correct before use.

Do not unplug the power cord on the side of the device while the adapter is powered on.
Operate the device within the rated range of power input and output.

Use the device under allowed humidity and temperature conditions.

Do not drop or splash liquid onto the device, and make sure that there is no object filled with
liquid on the device to prevent liquid from flowing into it.

Do not place an open flame on the device, such as a lit candle.
Do not disassemble the device without professional instruction.
® QOperating temperature: -20 °C to +60 °C (-4 °F to +140 °F ).

Maintenance Requirements

A WARNING

Make sure you use the same model when replacing the battery to avoid fire or explosion. Dispose
the battery strictly following the instructions.

A\

The appliance coupler is a disconnection device. Keep it at a convenient angle when using it. Before
repairing or performing maintenance on the device, first disconnect the appliance coupler.
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1 Product Overview

1.1 Introduction

Designed with aviation aluminum, the IP speaker is a strong network speaker that features voice
talk, broadcasting, and storing audio files. It supports PoE, SIP, and ONVIF protocols, and can be
managed on its webpage or in batches on the platform. The IP speaker is widely used for a variety
of security monitoring scenarios.

L1

Two-way talk is available on select models.

1.2 Features

1.2.1 Common Features

IP speakers have highly similar characteristics, with common features as follows:

Made of anti-corrosion aviation aluminum.

With its integrated design, it has a built-in network audio decoding chip, high fidelity digital
operational amplifier and horn speaker.

Supports PoE, which is convenient for on-site installation.

Supports the standard SIP protocol, connection to SIP platforms, SIP-based intercom, and SIP-
based broadcasting.

It has a 512 MB storage capacity, and supports uploading custom audios and using TF cards for
expansion.

Supports remote management over the network, facilitating operation and maintenance.
Built-in one-click reset button.

1.2.2 Different Features

Different products might have different features. The key differences are listed below.

IP Speaker

With its cone-shaped corners, it is easy to control the direction of audio broadcasts. It also
supports wall mount and pole mount.

It is not suitable for corrosion-resistant environments such as seaside and chemical factories.
Supports device registration and intercom based on the ONVIF protocol.

With 512 MB of storage and support for custom audio, this device can be expanded using a TF
card by opening the back cover.

In-Ceiling IP Speaker

® With its cylindrical structure, it supports in-ceiling mount installation. The thickness of the

mounting plate can also be adjusted when installing it in the ceiling.

® Supports device registration and broadcast based on the ONVIF protocol.




IP Column Speaker

Designed with a column structure, suitable for wall mount installation.
Supports device registration and broadcast based on the ONVIF protocol.
Supports 1-channel alarm signal input and 1-channel microphone audio signal input.

When the IP column speaker is powered through PoE, the max volume level is limited to 8. For
higher volume output, connect an additional 24 VDC power supply corresponding to the
product label.




2 Web Operations

You can view the basic information, upload MP3 files, configure system settings and more.

2.1 Initialization and Login

Procedure
Step 1

Step 2

Enter the IP address of the Unit in the browser address bar (the IP address is 192.168.1.108
by default), and then press Enter key.

Set the password for the admin user.

The password must consist of 8 to 32 non-blank characters and contain at least two types
of the following characters among uppercase and lowercase letters, numbers, and special

characters (excluding ', ", ;, ;, and &). The confirming password must be the same as the
new password.

Click OK.
Enter the username and password, and then click Login.

Figure 2-1 Login

Table 2-1 Parameter description of main page

No.

Description

Function module.

Configuration area.

Full screen mode.

Font size. You can select Default, Medium, Small and Mini size of the font.

v | W[ N

Set the language of the webpage. Supports Chinese and English.

® Profile: Select Profile, and then enter the old password, new password and confirm
the password to update the login password.

® | ogout: Click Logout to log out.




2.2 Basic Information

Select Basic Information to view the basic information of the device including product name,
model, MAC address, terminal IP, and more.
Figure 2-2 Basic information
Product Name

Product Model

MAC Address

i

Firmware Version V1.43(231104)
Terminal ID 1
Terminal IP
Gateway
Subnet Mask
Recording Volume 1
Play Volume 1

DHCP  Off

2.3 Program Management

Select Program Management, and then click Upload to upload MP3 files.

Figure 2-3 Program management

Network Settings Maintenance Center

Project Management 9 | Q ® | & admin | ¥

@ Operation successful.

2 Upload Storage Capacity : 506.00MB Available Space : 240.75MB
No. File Name File Type Duration File Size Operation
1 alarm mp3 00:00:03 69.65KB ® T
2 You are under surveillance mp3 00:00:02 18.04KB ® oW
3 Warning zone keep off mp3 00:00:02 19.73KB ® oW
4 Vehicle lane only no pedestrians mp3 00:00:03 27.04KB ® o
5 Valuables Don't touch mp3 00:00:02 23.11KB ® W
6 Sidewalk only no vehicles mp3 00:00:02 24.23kB ® oW

® You can move the slider to adjust the recording volume and play volume.




® (lick Play responding to the MP3 file to play the audio file.
® (lick Delete responding to the MP3 file to delete the audio file.

2.4 Alarm File

You can configure the content of audio files from the drop-down list after the alarm is triggered.
After that, click Save to save the configurations.

Figure 2-4 Alarm file
Alarm File

This feature is only supported on some devices.

Alarminl | Danger no climbing.mp3

2.5 Interface Protocol

Select Interface Protocol, and then you can configure the parameters of UDP, SIP and ONVIF. After
that click Save to save the configurations.

Figure 2-5 UDP

s OMVIF

Terminal 1D

Tesminal IP

Server 1P

Server Command Port
Terminal Cormmand Port 35045

Terminal Code Stream Port J5087




Figure 2-6 SIP

uoe SEP CNVIF

Enabie O Disable
Terminal 1D
Terminal P
SIP Server P
SIP UserMame

SIF PassWord

Figure 2-7 ONVIF

upP 5P ONVIE

© Enable Dasable
Terminal ID

Terminal P .

2.6 System Settings

Select System Settings, and then you can configure the parameters of the system. After that, click
Save to save the configurations.




Figure 2-8 System settings
Systemn Settings

Product Name a
Product Model
MAL Address
Firmware Version  /1.43(231104)

Terminal ID
Terminal 1P
Gateway
Sulbmet Mask

DHCP Enabie 0O Disable

Microphone Switch Enabia O Diable

Recording Volume  e—)

Play Viodurmae —")

2.7 Firmware Update

Firmware upgrade can improve the performance and functions of the speaker.
Procedure

Step1 Select Firmware Update.
Step2 Click Choice to select update file.

Figure 2-9 Select update file

Fiiwrane Lipdlite

Tig: Firrtrwans UpQrade cin Improve squipment periotmances and Sertions onky whes s ver s mabced B nol, the bandwase might 601 B abde 10 work! Pleads use with caution!

Produrt Medsl

Frreraeaersion V1AW III000)

A\

The firmware version must be matched with the device. Otherwise, the device might not
be able to work, please be advised.

Step3 Click Update.




2.8 System Management

Select System Management, and then you can reboot the speaker or restore factory settings.

Figure 2-10 System management
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Appendix 1 Security Recommendation

Account Management

. Use complex passwords

Please refer to the following suggestions to set passwords:

® The length should not be less than 8 characters;

® |nclude at least two types of characters: upper and lower case letters, numbers and symbols;
® Do not contain the account name or the account name in reverse order;

® Do not use continuous characters, such as 123, abg, etc,;

® Do not use repeating characters, such as 111, aaa, etc.

Change passwords periodically

It is recommended to periodically change the device password to reduce the risk of being
guessed or cracked.

Allocate accounts and permissions appropriately

Appropriately add users based on service and management requirements and assign minimum
permission sets to users.
Enable account lockout function

The account lockout function is enabled by default. You are advised to keep it enabled to
protect account security. After multiple failed password attempts, the corresponding account
and source IP address will be locked.

Set and update password reset information in a timely manner

The device supports password reset function. To reduce the risk of this function being used by
threat actors, if there is any change in the information, please modify it in time. When setting
security questions, it is recommended not to use easily guessed answers.

Service Configuration

1.

Enable HTTPS

It is recommended that you enable HTTPS to access web services through secure channels.
Encrypted transmission of audio and video

If your audio and video data contents are very important or sensitive, it is recommended to use
encrypted transmission function in order to reduce the risk of your audio and video data being
eavesdropped during transmission.

Turn off non-essential services and use safe mode

If not needed, it is recommended to turn off some services such as SSH, SNMP, SMTP, UPnP, AP
hotspot etc., to reduce the attack surfaces.

If necessary, it is highly recommended to choose safe modes, including but not limited to the
following services:

® SNMP: Choose SNMP v3, and set up strong encryption and authentication passwords.
® SMTP: Choose TLS to access mailbox server.

® FTP: Choose SFTP, and set up complex passwords.

® AP hotspot: Choose WPA2-PSK encryption mode, and set up complex passwords.
Change HTTP and other default service ports

It is recommended that you change the default port of HTTP and other services to any port
between 1024 and 65535 to reduce the risk of being guessed by threat actors.




Network Configuration

1.

Enable Allowlist

It is recommended that you turn on the allowlist function, and only allow IP in the allowlist to
access the device. Therefore, please be sure to add your computer IP address and supporting
device IP address to the allowlist.

MAC address binding

It is recommended that you bind the IP address of the gateway to the MAC address on the
device to reduce the risk of ARP spoofing.

Build a secure network environment

In order to better ensure the security of devices and reduce potential cyber risks, the following
are recommended:

® Disable the port mapping function of the router to avoid direct access to the intranet devices
from external network;

® According to the actual network needs, partition the network: if there is no communication
demand between the two subnets, it is recommended to use VLAN, gateway and other
methods to partition the network to achieve network isolation;

® FEstablish 802.1x access authentication system to reduce the risk of illegal terminal access to
the private network.

Security Auditing

1.

Check online users

It is recommended to check online users regularly to identify illegal users.
Check device log

By viewing logs, you can learn about the IP addresses that attempt to log in to the device and
key operations of the logged users.
Configure network log

Due to the limited storage capacity of devices, the stored log is limited. If you need to save the
log for a long time, it is recommended to enable the network log function to ensure that the
critical logs are synchronized to the network log server for tracing.

Software Security

1.

Update firmware in time

According to the industry standard operating specifications, the firmware of devices needs to be
updated to the latest version in time in order to ensure that the device has the latest functions
and security. If the device is connected to the public network, it is recommended to enable the
online upgrade automatic detection function, so as to obtain the firmware update information
released by the manufacturer in a timely manner.

Update client software in time

It is recommended to download and use the latest client software.

Physical Protection

It is recommended that you carry out physical protection for devices (especially storage devices),
such as placing the device in a dedicated machine room and cabinet, and having access control
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and key management in place to prevent unauthorized personnel from damaging hardware and
other peripheral equipment (e.g. USB flash disk, serial port).

11
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